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Windows Forensics: Meeting 5



Active Directory

Why learn about Windows Active Directory?

e Most corporate networks use Windows AD.

It controls what users can log in, what they can access, and what policies apply to every
machine.

Domain Controller (the machine that handles the AD) needs to be fully protected. Compromise
the Domain Controller, and you can have full access to the machines in that domain.



What is Active Directory?

® Central database of users, groups, computers, and policies

e Runs on a Windows Server called the Domain Controller (DC)

e Handles authentication (who are you?) and authorization (what can you do?)

Canl comein?

No, you aren't on the list
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Important Definitions

e Object - Anything stored in the AD (users, groups, computers, policies)

® Domain - A group of network objects that share a database and set of policies

e Domain Controller - The server that hosts the AD and handles logins

e Organizational Unit (OU) - Folder for organizing objects.
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D Omain corp.local domain

Domain controller (DC01)
Authenticates every login

Kerberos Group Policy

AD database (NTDS.dit)

Stores every object, organized in OUs

Staff OU IT OU Servers OU

User accounts Admins and groups Computer objects

WSO01  wso2 | FSO1 | WEBO1

Workstation Workstation File server Web server

Logins, DNS lookups and Group Policy updates flow between each machine and DC01




What is Group Policy?

o Management feature that allows administrators to enforce policies across a group of users and
machines

° Settings are bundled into Group Policy Objects (GPOs) and linked to a site, domain, or OU

e !mportant: Group policy takes precedent over local settings.
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CHALLENGE TIME



Windows AD Admin and Forensics Challenge

Situation - Use the provided domain controller VM to solve the forensics challenges and
complete the specified admin tasks

User: jhacker
Pass: jayhacker

First to complete the challenge gets a
brownie!

TRIPLE CHOCOLATE
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